Iz d

HHOOPMANNSA IS T'PANIAH

VYBakaembie npHCYTCTBYIOMIHE!

Inasuoe ynpasnenne MBJ] Poccnu no Hukeropoackoit o6nactu obpainaer
Balle BHHMAHME Ha 3HAYMTENbHOE YBENIWYEHHE HA TEPPUTOPHH PpErHoHa
KOJIMYECTBa 3aperiCTPUPOBAHHAIX XUINEHHH JIEHEKHBIX CPEJICTB IPaklaH, B TOM
yucie ¢ GaHKOBCKHX CYETOB Pa3IH4HbIX OaHKOB.

PocT wuymcia YKa3aHHOrO BHAA MpecTyruieHult obycnoBieH OBICTPBIM
pa3BHTHeM HMH(OPMAIMOHHO-KOMMYHHKALUMOHHBIX TEXHONOTHH, a  TaKKe
IIOCTOSIHHO YBETHYHMBAIOIMMCS KOJHUECTBOM JIHII, HOJb3YIOMMXCS Pa3HYHBIMU
yenyramu B cerd «MurtepHer», GaHKOBCKMMH MOOHIBHEIMH HPHIOKEHHAMY,
MEKTPOHHBIMH CUCTEMaMHM pacyeToB, B CBA3H ¢ YeM NPOrHO3UpYyeTcH
IDansHeUIIHil poCT YMC/Ia PEecTYIUICHHUI B JaHHOH cdepe.

Xouercs orMetuts, 4to Oosee 80% MOMIGHHHYECTB  COCTABIAIOT
COBepilleHHble GeCKOHTaKTHBIM CHocoOOM, TO €CTh ¢ MCIIOIb30BAHUEM CETH
HiHTepHeT, CpeACTB COTOBOI! CBA3H, C HAHKOBCKHUX KapT.

B nacrosimiee Bpems Hauboliee pacHpoCTPaHEHHBIM CIIOCOO0M COBEpIIEHHS
npecTyIuieHuii B 1aHHo# cdepe sBNseTCS XULIEHUE ¢ OAHKOBCKHMX KapT IpaxiaH,
KOIJla 3JOYMBINIIEHHHKH 110 TeneoHy TpeACTaBIsIOTCS COTPYAHMKaMH CITyx0

- 6Ge30MacHOCTH pasiHYHbIX OaHKOB U IO pasNHYHBIMHE NPEAJIOraMH IONY4aloT OT

HOTepreBuX HOMep GaHkoBCKoM KapTel, kox CVV (3 nudpel Ha obparHoH
CTOpOHE KapThl), 4 TaKKe Mapoid, npuxojusime rno SMS, neoOxomumele s
nposefieHus GUHAHCOBBIX onepauuit. Takxe 3M0yMBIIUTEHHUKH MOTYT COOOIIMTE
[IOTEPNEBUIUM O HEOOXOAMMOCTH YCTaHOBJIGHHS HAa CMapT(OH, KOMIBIOTEp WIH
nAaHOieT pasauyHeix nporpamM («Anydesky», «Quick support», «Teamviever» u
Ap.), BBLAaBag UX B TOM HHMCIE 32 aHTHBUPYCHBIE, MO3BOJIOLIMX MOLIEHHMKaM
JVMCTaHIMOHHO, T.€. YAAJIEHHBIM JOCTYIOM, YIPaBIATh CMapTQOHOM, HOYTOYKOM
WK TUIAHUIETOM M, KaK CJIeACTBHE, OCYIIECTBILATL OHJIAMH IMEpPEeBOABI OT UMEHH
HOTEPIEeBIIUX Yepe3 UX JIMIHBIH KabuHeT.

OOpawai0 BHHMaHHMe, YTO B XOJ€ TENeQOHHBIX Da3srOBOPOB MOLUCHHHKH
MOTryT coOOmHTE BaliM nepcoHanbHble naHHble: OWO, nmaty poxaenwus,
HacOOpTHHIE NaHHBIE, a TaKKe JaXe NOCIeAHHE ONepaluHd M0 BalllUM CUeTaM.
Kpome TOro, mpecTymHHKM, HCIONb3YyS BO3MOXHOCTH IP-tenedonuu, Mmoryt
OCYHIECTBIATh 3BOHKH ¢ AOOHEHTCKUX HOMEPOB, CXOXHX WM MICHTHYHBIX
oHIHATLHEIM HOMEpaM GaHKOB, YKa3aHHBIM Ha 0GOPOTHOM CTOPOHE KapT.

Yrobsl He cTaTh KepTBOH MONoOHEIX NpecTyIIeHHH HeoOX0ANMO TIOMHHTS,
YTO HACTOSLIME COTPYAHHKH OaHKOB HHKOIZA HE 3BOHSAT KJIMEHTaM M HE NPOCAT
coOOIUTh MM KaKylo-mubo MHGOPMAIHIO, KACAIOyIOCHd KaK MX MEePCOHATBHBIX
JOaHHBIX, TaK W OaHKOBcKOM Kaptsl. Hu mnpu Kakux oOCTOATENBCTBAX HeE
pasriamaiiTe HHKOMY, BKJIIOYas COTPYOHHMKOB 0aHKOB, IapojM Ha IPOBEICHHE




~onepauuii. IMapons mna Bxoga B cucreMy «bank OHnaiH» 5TO Bama JMYHAs
KoH(puaeHuuanbHas uaopmanus. Takxke, He B KoeM Clydae He yCTaHaBIHBaHTe
110 TipockGe HeM3BECTHBIX UL KaKHe-TH00 NpuiokeHus (IporpaMMsl).

Kpome TOro, Xodyercs OTMETHTh M JApyrHe crnoco0bl MOIIEHHMYECTBA
COBEpLIEHHBIE JUCTAHIIHOHHBIM CTIOCOOOM.

C ucronp3oBanueM ceTy MHTepHer:

1. Ilyrem nony4enus npefonnats B pasmepe g0 100% 3a tosap unu ycnyry ¢
TOMOIBIO CO3[AHHAS «OJHONHEBHBIXY HHTEPHET-Mara3uHoB M CalTOB-JABOWHUKOB;
¢ HCIIONb30BaHHeM VHTEpHET-IUIOWANOK M0 NpojaXke TOBAPOB U YCNyr (CAMThl
«ABuTO», «IOna» u ap.); B conuanbHbIX ceTax «B koHTakTey, «OoHOKIACCHHKN»
U T.I.

IMpexne 4eM 3akasaTh ToBap B MIHTepHeTe MOYUTAHTe OT3BIBBI HA PAa3HBIX
caiiTax o JaHHOM MHTEpHET-Maras’vHe HIM BUPTYyaJlbHOM I[poJaBlLe, B Cly4ae
HANWYHsA BbI cpa3zy OOHApPYKUTE OTPULATENBHbLIE OT3BIBEI, OTCYTCTBHE OT3BIBOB O
BBIOpaHHOM BaMHM WHTEpHET-MarasyHe TIOBOPUT O KOPOTKOM IepHoze €ro
CYHIECTBOBAHUA.

BuuMarensHo wuTaiiTe HasBanus UHTepHeT-MarasuHa, TeM cambiM B
m3bexure caiitoB-kioHoB, Crapaiitech n3beraTs MOKYIKH TOBApa 110 IpegoIare.
Ecin neHa ToBapa ropasfio HIXe IeHbl KaKk B OOBIYHBIX PO3HUYHBIX MarasuHax,
T4K ¥ B IPYIMX MHTEpHET-MArasHHaX, MMOO0 Ha PHIHKE B LenoM (HampuMep, NpHU
IpOiaXKe ABTOMAIIMHEI 10 3aHWKEHHOH CTOMMOCTH) 3TO IIOBOX HACTOPOKHUTECH.

2. Tlyrem nonyuenus uxbOpMalUHUy OT JHIA, Pa3MECTHBLIETO OOBABIECHHE O
TpofaXke KaKoro-mubo ToBapa, O NOJHBIX DEKBM3NTaX ero GaHKOBCKOM KapThl
(somep, cpok jeicrBus, mgaHHbie fepxkartens, CVC-xon), akoOsl, ¢ Oenbio
‘BHECEHHS MpENOIUIaThl, C MOCIEAYIOLMM XHUIEHHEM C Hee AEHEeXHBIX CPEACTB,
UCTIONB3Ys HONMy4€EHHbIE JaHHbIE.

He coofmaiite HeHM3BECTHOMY Kakyioo-1HO0 HHOOPMaLHMIO Kacaloulyrocs
GaHKOBCKOM KapThl - s OCYIeCTBJCHHS IlepeBoaa TpelOyeTres TOIBKO
[MIECTHAAATH3HAYHBIA HoMep KapTel. Hu mnpu Kakux oOCTOATENbCTBAX HE
coobmaiiTe maponud Ha npoBefeHue omnepanmii. [lapons anA BXoma B CHCTEMY
«bank Ounaliny 370 Ballla THYHAs KoHQUIEHUIHANbHAg HHGOpMaLus.

3. Tytem nomydeHus NEHEXHBIX CPENCTB OT MOTEPNEBINMX TpH, AKOOHL,
BHECEHHH CTABOK Ha (JOHIOBBIX M HHBIX OHpKax.

IMpexxpe ueM BHOCHTD HEHBIHM [1OYHMTaiTe OT3BIBBI HA PA3slHYHBIX calTaX B
Unrepnere, y3HaiiTe K IOPUCAMKLUMH KakOH CTPaHBl OTHOCHTCH MAEATENBHOCTD
J@HHOM OpraHH3allMH, a TAKKe O3HAKOMbTECh C NpaBHUIaMH M YCJIOBHAMM ee
JeSATEeNbHOCTH.

4. Banom crtpanuil noas3oBaTenedl B COLMAIBHBIX CETAX, B OCHOBHOM
«BxontakTe» U «OOHOKIACHHKAY, B PacchllKa COOOIICHHUH «IpPY3bAM» OT HMEHH
JaHHOTO ITOJIB30BATENs ¢ NPOoch0Ooi ONOMKUThL ACHEr, KOTOPhIE HYXHO NepeBecTd
Ha yka3aHHble abOHEHTCKUE HOMepa WiIH OaHKOBCKHE KapThl.



[Mpexze 4eM OCYLIECTBUTH NIEPEBO] NO3BOHUTE CBOEMY IPYTY, OT KOTOpPOro
[PHUILUTO COOOLIeHHEe, U YTOUHHTE HH(POPMALHIO.

C ¥CcHonB30BaHMEM CPEJICTB COTOBOM CBS3M IYTEM COOOLIEHHS Ipa)kIaHam
3aBeJIoMO JIOXKHOM uHbopMalHu:

1. O  wapymeuwsn H©X ONH3KMMH pPOACTBEHHHKaMH JEHUCTBYIOLIETO
sakoHoaarenscTBa (copepimenne ATII, npuuMHeHWe TENECHBIX MOBPEXIECHUMN,
XpaHeHHe HapKOTHMKOB M T.IL), C LENbi0 Iepefayd MOTEpHeBIIMMH JeHEXHBIX
CpeACTB uepe3 NMOCPEAHUKOB, OO NepeBoj] MX 4Yepe3 TEPMHHAIbI OIUIATHI [UIA
paspelIeHus CloXuBLIeiics cuTyanuy. IIpy 3ToM MOIIEHHHKY CTapaloTCa AepKaTh
«KepTBY» BCeria Ha CBSI3H, C LIENLIO MCKIMOYEHMS Kakux-nubo AeHCTBHiE C ee
CTOPOHBI 110 MPOBEpKe HHPOPMALIUH.

HeobxoquMo 11epe3sBOHMTb Ha H3BeCTHble aOOHEHTCKHE HOMEpa JIHIY,
KOTODHIM TIPEACTABIAETCA 3J0YMBILUUIEHHHK, JHOO DPOACTBEHHHMKaM, C LEJBIO
BBbISICHEHHS [IeMCTBUTENLHOCTH MpoHn3oiueaiinx coobpituil. [lonpocuTs 3soHsIIEro
Ha3BaTh kakue-nmubo naHHBle JMIE, KoTopbiM o mnpencrasmgercs (O.U.0., nara
POXKJEHHA, MECTO XXHTENbCTBA, JAaHHbIe POJCTBEHHHUKOB, KaKHe-THOO (akTel H3
XHU3HHA U T.1.).

2. O GiokupoBke GaHKOBCKOM KapThl NMyTeM pacchUiku SMS-coobiuennii n
[OCHENYIOMmEro HHGOPMHPOBaHHS © HEOOXOAMMOCTH NAJBHEHINEro BBEACHHA
psna koMaHx ¢ GaHKomara.

Ilpexne 4eM BHINOMHATH Kakue-Tub6o neHcTBHA ¢ OaHKOBCKOM KapToH
nepe3BOHNTE B 0aHK ¥ yTOYHUTE HHGOPMALHIO.

3. O BO3MOXHOCTH TMONYYEeHHSA KOMIEHCAUMM 3a paHee NpHOOpeTeHHsbIe
HEKAYeCTBEHHbIE TOBapbl WM OKa3aHHBIE YCIYrH, AJS YEero HeobXoaumo
HEePEeYHCIIUTE ONpe/e/eHHbIH IPOLEHT OT Noaraloleics CyMMBI.

Cnenyer 3HaTh, YTO pa3iIHYHBE KOMIIEHCALMK BBIIIAYMBAIOTCS IpaXKiaHaM
TONBKO TIPH HX JIHYHOM IIMCBMEHHOM o0OpallleHHd B COOTBETCTBYIOLLHE
opranu3alyi. Hukakue npoueHTHI 32 BBIIATY KOMHEHCAUMH He YIIaYHBaloTC,

4. 5Ixo6bl, U3 IMOMUKIMHUKA WM OOJBHUUBL, 0 TOM 4T0 ¥ Bac nny y Bamnx
PONCTBEHHUKOB OOHApyKHJIM CTpalUHBIH OHarHo3 U 4robbl BbUICHHTH Gone3Hb
HeoOXO0JUMO ITepeBeCcTH JeHBI'H 3a JIeKapCTBa.

Heo6x0quM0 HOMHHTS, 4TO HACTOSLIMH Bpad HHKOI'a He OyZAeT 3BOHUTH BaM
no tenedoHy M cooluiaTh O «CTPAIIHOM [HArHO3€» WJIH NPOCHTH IEPEBECTH
JIeHbIHU 32 JIGKapCTBa. ‘

J. C npoceb0oit Kynuth NpOayKThl, CHUPTHOE, LBETHI U T.I., JOCTABUTHL HX IO
yKa3aHHOMY aJpecy, a IIONYTHO IepPeYHCIUTh JeHEe)KHEIE CPEeACTBa Ha TenedoH, ¢
3aBEepPEHUEM, YTO ACHBTH BEPHYT M0 NPUOKITHIO Ha afpec 3aKa3gHKa.

Ecnu Bel ucnonHsere kakoe-nmubO mopyueHHE o TenedoHy, HOCTaBiseTe
3aKa3bl, TO HE CIEAyeT IepeBOIUTH JeHbI'd HAa He3HaKoMble Tese(oHbl, CHavyala
JOCTaBbTE TOBAP 10 HA3HAYCHHUIO U HA MECTE OTIPENETUTECH C 3aKa3IHKOM.




KpoMme IUCTaHLMOHHEBIX MOILICHHRYECTB rpaxaaHe CTaHOBATCH XepTBaMH H
KOHTAKTHEIX MOIIEHHHYECTB, COBEPHIEHHBIX TI0J BUIOM COLMANIbHEIX _pa6o_THHKOB,.
COTPYAHUKOB Pa3NH4YHBIX opradusanuii (ropras, ropceer, IleHcuonHbI oHT,
MeJHUMHCKHE paboTHHMKK M T..). Ilpeanoramm moryT ObiTh: Cpodmblii 0OMeEH
JAeHer, Han0aBKyM K MEHCHH, TIPOBEpPKA ra30BOTO HIIM BOASHOro obopyHoBaHHS,
TiepepacdeT KBapTIUaThl, NPEeMUH BeTepaHaM, mpopaxa BAJIOB, MERUIMHCKMX
TpHOOPOB HITH APYTHX Pa3MYHBIX TOBApOB IO JBIOTHEIM lieHaM i T.1. OcHOBHas
HeJlb 371I0YMBILUIEHHHKOB ~ Y3HaTh, [I€ XPAHATCA JEHEXHBIE CPEICTBA «KEPTBBIY,
IIOCJIe Yero OTBJIeYb €¢ BHUMAHME U COBEPHIMTh MX XHINEeHHe. Taxke mpemnoroM
MOXeT OBITh TafaHWe, CHATHE sAKOOBI HAIOXEHHOW IIOpYM, HCUENEHHE OT
3a60neBaAHMIL.

Kak nonsts o6man:

- 00 obMeHe IEHEXHBIX CPEACTB MM NPOBEACHHU Kaxkux-mubo pedopm
3apaHee 6yner coo6ma'rbcx B pazﬂm}mx CMH (TeneBuaeHuUE, paano, TIeYaTHHIE
H30aHusi), B omenenmx ‘“62;1;11{03 yqpexmenmx COLMANBHOR  IOJIUTHKH,
NeHCHoHHoro GoHIa U T.1.

- Y3HaTh, YTO 3a OPraHU3aLMIO NPEACTABIMIOT NpHINeIIMe H, IO3BOHHB TYAa,
y3HATh, €CTh JH TaM Takde COTPYAHHKH M IPOBOAMTCA M 0OX0H INOMOB IO
0603Ha9€HHOMY BOTIPOCY; TIONPOCHTD IPEABABUTD YAOCTOBEPEHUS OpraHu3aiiiy;

- YBEIOMUTh POJCTBEHHHKOB (*KenaTeNEHO MONPOCHTD TIOABEXATH);

- IO3BOHUTD HJTH TI03BATh COCEneik;

- TO3BOHHUTB 3aKPEIUICHHOMY CONHaIbHOMY paGOTHUKY;

- He CTOHT MOKyNaTh Yy HEH3BECTHBIX HUKAKUX JIEKaDCTBEHHBIX IIPEaparToB,
ra30aHaM3aTopOB, CUETYHKOB, QWITPOB IS BOABI, XO3AHCTBEHHBIX TOBApOB,
MEHIIMHCKUX TpUBOPOB U T.11..

JanHyio MHOQOpPMAUMIO TakXe MNpPOCHM [OOBECTH HO CBOMX OIM3KHX
POACTBEHHHUKOB, IpY3€il U 3HAKOMBIX.

T'Y MBI Poceuu no Husiezopodckoii obracmu
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